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1  Management  summary  

During the last few years Member States of the European Union have been increasingly 
issuing electronically readable identity documents (eID documents) to their citizens for 

different purposes and applications. These solutions are designed to be th e most efficient 
and fitting with respect to national requirements and available or planned infrastructures. 
The goals of these systems are in general (if not in detail) identical for all Member States: 
managing identities, improving administrative efficie ncy, improving accessibility and user -
friendliness, reducing abuse and fraud and, above all, reducing of costs.  

European citizens who move freely through Member States face the problem that their eID 
documents from their home state do not allow access to t he electronic services of another 

Member State in which they are currently present. Administrations face the problem that 
they cannot provide services to European citizens from other Member States with the 
same ease and efficiency as their national citizen s. 

Improving the interoperability of electronic identification and authentication systems is a 
European task and a task for all Member States. Considerable efforts have been made in 
several projects to face the challenges of pan -European interoperability o f electronic 
authentication and to assess the feasibility of differing approaches.  

This report assesses the security risks of electronic authentication in cross -border 
solutions. To visualize these risks, two different projects offering cross -border 
authe ntication have been exemplarily examined and evaluated.  

NETC@RDS for eEHIC ID is a pan -European project supported by the EU eTEN  
programme. It aims at facilitating the medical treatment of European citizens by using an 

electronically readable European health insurance card.  

STORK (Secure idenTity acrOss boRders linKed) is a large -scale pilot project in the ICT 
Policy Support progra mme that aims at simplifying administrative formalities by providing 
secure online access to public services across EU borders.  

For each project, a high level IT security analysis was carried out and summarized. In 
compiling the results, generic critical s uccess factors in the security of electronic cross -

border authentication solutions were identified:  

¶ establishing the legal and contractual framework  
¶ identifying the citizen through credentials  
¶ authenticating system participants across borders  
¶ making online  connections secure  
¶ bridging technological differences  
¶ establishing and agreeing on a common security policy.  

By covering these factors appropriately in the concepts and specifications of a system to 
support electronic cross -border authentication, the nati onal goals of eID solutions can be 
extended successfully to a pan -European solution . 
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2  Introduction  

Many kinds of services use electronic authentication. The public services of government 
and health care providers are increasingly offering citizens electroni c access to these 

services. These e -services are usually implemented on a national level with specific 
technologies, specific security concepts and specific business logic. In addition, these e -
services are governed by the laws of the individual Member Sta tes, which range from data 
protection laws to dedicated regulations for the selected application. In most cases, these 
systems can only be accessed from within the Member State and by citizens of that state.  

To European citizens who move freely through all  Member States, this may be an undue 
restriction on their use of these services. So there is a need to extend these services 

beyond national borders and beyond the user group of national citizens. At the same time, 
European and national data protection law s and regulations must be respected and may 
not be undermined by any cross -border distribution of personal data.  

When extending a domestic system across borders, the most obvious technical challenge 
may be the fact that separate IT systems with different technologies must be interfaced. 
Any problems arising from this are, however, usually limited to designing a proper 
technical and financially affordable solution. Differences in the business logic of national 
solutions pose greater difficulties.  

Health ca re and educational systems, especially, differ greatly in the way that their 
services are provided, evaluated and billed. Establishing a business or dealing with taxes 
also differs greatly from Member State to Member State. In addition, amendments to the 
legal framework are often required in order to allow the distribution and processing of data 
by non -national institutions and organizations. At the very least, a contractual agreement 

with respect to the duties and rights of all participants and the restric tions under which 
data is stored and processed must be reached. This can be greatly facilitated by European 
legislation that can lay the foundation for the implementation of national laws to support 
such cross -border applications.  

A foundation of any e -government or e -health service is trust in the authenticity of all 
participants and the data provided. Since most of these services handle confidential data, 

the confidentiality must be protected also in a cross -border scenario. Last but not least, a 
few ser vices require high availability if the citizen is not to suffer undue consequences.  

This establishes the need to discuss, evaluate and implement IT security in any cross -
border application. By focussing on the electronic authentication of a citizen in a c ross -
border e -application, this study assesses the security risks and approaches to counter 
them by examining a generic model and a number of existing implementations in different 
business sectors ï so that the core areas of risk can then be summarized and  discussed 
with general recommendations on appropriate remedies.  
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3  Domestic v cross - border authentication  

In order to better understand the issues involved in extending a system to allow cross -
border access, the fundamental differences are shown in a gener ic model 1. 2 

3.1  A generic  model of domestic electronic authentication  

 

      Figure 1: Domestic electronic authentication 

  

                                         

1 The generic models presented were derived by the authors specifically for this report. They are 
based on several years of experience with different eID systems, their implementation and their 
interactions.  

2 For some systems the eID  authority and the system operator may be the same entity.  

 

ID Authority  
(eID-Issuer) 

System Operator 

Token 

User Service  
Provider 

User 

Law A Authenticate 

In any system that involves electronic 
authentication, the u ser  is assigned an 
electronic identity (eID). The scope of 
an eID may be limited to within the 
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Examples are a health insurance card or 
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contain the personôs indentity data and 
other data in electronically rea dable 
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A potentially separate participant 2 in the 
system is the system operator  (eg, a 
health insurance company or a civil 
registration office). He operates the eID 
system and realizes any authentication 
processes with respect to the systemôs 
eID, usu ally in form of a centralized 
backend.  
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interacts with the user and the userôs 
token. He provides a service to the user 
that is linked to the application 
operated by the system opera tor.  
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The laws, regulations or contracts governing the provision of this service require the user 
service provider to authenticate the user via the userôs token against the system operator.  

The entire system, its participants, components and processes are governed by the same 
set of laws and regulations ( Law A ). These laws range from general regulations on the 
handling of personal data (eg, based on the Data Protection Directive 95/46/EC [1]) to 
specific regulations regarding the application, the services or the token.  

While the range of possible (and existing) technical solutions and variations in tokens and 
electronic authentications is vast, the g eneral principle is the same for all such systems. All 
such systems:  

¶ are homogenous with respect to technology;  
¶ are governed by a single set of laws;  
¶ óknowô all system participants, ie, they are closed to non-participants.  

3.2  A generic model of cross - border electronic authentication  

To utilize an application across borders or to utilize a service with a token provided from 
outside the user service providerôs state, the domestic model must be enhanced.  

  

Figure 2: Generic model of cross-border authentication 
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The big difference in cross -border authentication compared to the domestic model is the 
fact that u ser service p rovider (B)  is actually a user service provider from another 
system who is governed by different laws ( Law B ) and business rules than the domest ic 
user service provider. In addition, the other system may use different technology which 
may be incompatible.  

Even more important is the fact that the user service provider (B) is usually not known to 
the system operator in the sense that there is often  no direct contractual agreement and 
no clear -cut legal regulations that govern their relationship. Even worse, the laws 
governing the operations of user service provider (B) and the system operator are 
different, which raises all kinds of problems from da ta protection to liability and insurance 
issues.  

In order to achieve compatibility between the two systems to the point where a user of the 
first system may receive services from the second system, adapter components must be 
introduced into the systems.  

The cross - border adapter  has the task of actually proxying an electronic authentication 
request from the local service provider (B) across the border between countries and 
systems to the system operator. This task includes the translation of data formats a nd 

business rules wherever necessary. The cross -border adapter may be implemented in a 
number of ways, eg, using national proxy services, national portals or middleware. For 
each specific cross -border system, the best and most appropriate implementation mu st be 
found. This is not so much a question of technology, but of possible solutions as defined by 
law and contractual agreements within the systems.  

The t oken adapter  is the second component that is specific to the cross -border solution 
of the system. It s main task is interfacing a token from one country with the user service 
provider from another country. It is responsible for establishing the compatibility of the 
token with the user service providerôs systems. Usually it may be considered to be an 
exten sion of the IT systems of the local service provider that are operated by him.  

Comparing the generic model of a cross -border authentication system with the domestic 
system, some changes to the general principles of system design, which are relevant to 
any  security evaluation, are evident. A cross -border system:  

¶ is heterogeneous with respect to technology;  
¶ is  governed by two separate and at least partially disjunct sets of laws;  
¶ does not óknowô all system participants, ie, it is potentially open to non -participants.  

3.3  Challenges in cross - border authentication  

Extending a domestic system to allow cross -border electronic authentication with a 

communication partner who is not native to the domestic system poses a number of 
challenges. All these challenges  must be addressed and overcome to successfully achieve 
cross -border interoperability:  

¶ There may be different types of credentials which link the userôs identity to a token.  
In this context biometric verification , such as fingerprints , may pose major  
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prob lems with respect to technology and security.   

¶ The reliability of the credentials may differ.   
This can pose the problem of maintaining different levels of credibility as well as 
raise legal issues.  

¶ A wide range of different tokens appears:  

1.  electronic and non -electronic tokens with different security levels  

2.  tokens with different validities  

3.  tokens from previous and/or related systems  

4.  tokens which bear different datasets  

5.  tokens issued by different system operators or on behalf of governments.   
Even within one  domestic system, a number of different tokens may be in use, all 
of which may require to be supported in the cross -border scenario.  

¶ Different technical infrastructure and equipment are in use.   
While this seems to be primarily a technological issue, the f inancial consequences 
involved in supporting these technologies may prove to be the largest  problem.   

¶ Different authentication protocols and procedures are in place.   
This is not only a technological problem, but may be a legal issue as well.  

¶ Different set s of personal data come from different countries.   
This ad dresses technological aspects , such as  formats or the use of identifiers.  

¶ Acceptance and trust of  personal data  come from  a foreign country .  
This ad dresses mostly legal aspects and aspects of trust  but also the issue that a 

user service provider must accept the foreign system operator as an authentic 
authority . 

¶ Manually checking the authenticity of a foreign token may be required.   
Procedures may have to be implemented that allow the manual verifica tion of the 
tokenôs authenticity before electronic authentication of the actual request. 

¶ Checking the authorization of a foreign user service provider is required.   

Before answering an authentication request , the system operator must check that 
the user se rvice provider generating the request is actually allowed to perform this 
authentication request.  

3.4  Security Issues with cross - border authentication  

International standards on evaluating information security and information security 
management systems are found in the ISO standards of the ISO 2700x family. These 

standards provide fundamental, but often rather general, security requirements. The 
German Bundesamt für Sicherheit in der Informationstechnik BSI ( Federal Office for 
I nformation Technology Security) has published a set of German standards BSI 100 -1 to 
BSI 100 -4 ([17], [18], [19]). These are compatible to the ISO 2700x standards with the 
added a dvantage of practicability and more detailed instructions on how to evaluate 
security issues and how to set up an appropriate system of security management and 
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security measures.  

The core of any security evaluation according to BSI 100 -2 IT -Grundschutz Me thodology  
[18] is the definition of assets that must be protected and the requirements for the 
protection of these assets. Assets  refer to all the protection -worthy data as well as to the 
systems which process, store and transport this data. Each asset is assigned a protection 
requirement for the three basic protection values of confidentiality, integrity and 
availability.  

Basic protection values according to ISO/IEC 27002 [27]  

Confidentiality  ensuring that information is accessible only to those authorised to 

have access  

Integrity  safeguarding the accuracy and completeness of information and 
processing methods  

Availability  ensuring that authorised users have access to information and 
associated assets when required  

Table 1: Basic protection values (ISO/IEC 27002)  

BSI 100 -2 defines the requirements for protection in three categories:  

Protection requirement categories 3 

ENISA  BSI - 100 - 2  Description  

Low  Normal  The impact of any loss or damage is limited and calculable.  

Medium  High  The impact of any loss or damage may be considerable.  

High  Very High  The impact of any loss or damage can attain catastrophic 
proportions.  

Table 2: Protection requirement categories 

To assign requirements for protection to an asset, the following damage scenarios are 
evaluated:  

¶ violation of laws, regulations or contracts 

¶ impairment of informational self-determination 

¶ physical injury 

¶ impaired performance of duties 

¶ negative internal or external effects, ie, the impairment of reputation and confidence 

                                         

3 In a deviation from BSI 100 -2, the protection requirement categories are named low , medium  and 
high  instead of normal , high  and very high . This is done to establish consistency with other ENISA 
risk assessments.  
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¶ financial consequences. 

A single instance of loss or damage may impact several damage scenarios (eg, fraud 
usually violates laws or contracts and has financial consequences). As a general, directive 
BSI 100 -2 assumes the maximum principle, ie, if several damage scenarios render 

different categories of protection requirement for any basic protection value, the highest 
category is accepted.  

For each asset, the results of this analysis are collated in a single table such  as the 
following:  

Object name  Personal data :  (yes / no )  

Protection r equirements  Rationale  

Confidentiality  Medium  Publication of personal data may significantly 
harm the institutionôs public and international 
reputation.  

Integrity  High  Widespread fraudulent use may cause ruinous 
financial obligations.  

Availability  Low  Unavailability of e -authentication can be covered 
satisfactorily by offline verification for a few 
days.  

Major damage scenarios:  

Integrity: sample threat 1  

Confidentiality: sample threat 2  

Table 3: Assessment of protection requirements (sample) 

3.4.1  Protection  requirements  

The following assets are considered worthy of protection. While they are discussed here in 
the generic model, the reader must be aware that this can only be a starting point when it 
comes to the evaluation of a specific application.  

It should be noted tha t the assessment of the protection requirements for each asset will 
differ wildly from application to application. For instance, in a pan -European system for 
maintaining medical patientôs records electronically, the protection requirements regarding 
the in tegrity of a personôs medical record to be used in medical treatment will obviously be 
óvery highô, since incorrect data could lead to physical injury or even the death of that 

person.  

In accordance to the previous statement, the protection requirements g iven here must be 
the minimum values  for the scenario with the least impact (the common ground on all 
possible cross -border authentication systems). If a protection requirement is expected to 
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be higher than the minimum value in a significant number of impl ementation scenarios, it 
is stated to be óat leastô the minimum value4.  

3.4.1.1  Personal  data  

Data directly related to the identity of a person must be considered an asset that is worthy 
of protection in all cases. With personal data, the foremost concern is conf identiality, since 
the use of personal data is restricted, at least by the Data Protection Directive (95/46/EC).  

The protection requirement category depends very much on the application and on the 
amount and type of personal data that is transmitted by th e cross -border system. 
Obviously the name, address and date of birth of a person are less critical than any further 

personal data such as financial, criminal or medical records.  

Personal data  Personal data : yes  

Protection requirements Rationale 

Confidentiality  At least ómediumô Due to the Data Protection Directive and the 
laws of Member States, any personal data is 

restricted in usage and distribution.  

Integrity  At least ólowô Impact of any loss of integrity is limited and 
calculable.  

Availability  At least ólowô Only has limited or no impact if system is not 
available for several days.  

Major damage scenarios: 

Confidentiality: abuse of personal data for non -system purposes  

Confidentiality: misuse of person -related data has effect on social or financial standing  

Integrity: identity theft  

Integrity: impaired performance of duties due to false data  

Integrity: falsification of person -related data has effect on social or financial standing  

Availability: impaired performance of duties  

Availability: increased cost of performance of duties  

Availability: unavailability of service has effects on social or financial standing of individual  

Table 4: Protection requirements for personal data 

                                         

4 Thus, if a protection requirement is stated to be óat least mediumô, it cannot be set to ólowô in any 
scenario; as there is at least one scenario where it is ómediumô, but there may be a number of 
scenarios where it must be considered t o be óhighô.  
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3.4.1.2  Application data  

Depending  on the type of application, the actual communication payload (beyond personal 
data) will be worthy of protection. This could be, for example, transaction numbers, status 
of services or card specific capabilities. At the minimum, this payload must be prote cted in 
order to ensure the integrity and authenticity of the data bases at the system operator and 
at the user service provider. In addition, an electronic authorisation to render a service 
(eg, a medical treatment) with the admission of and in compliance  with the system 
operator may have a financial value.  

 

Application data  Personal data : no  

Protection r equirements  Rationale  

Confidentiality  At least ólowô Impact of any loss of confidentiality is limited 
and calculable.  

Integrity  At least ólowô Impact of any loss of integrity is limited and 

calculable.  

Availability  At least ólowô Only has limited or no impact if system is not 
available for several days.  

Major damage scenarios:  

Confidentiality: abuse of application data for non -system purposes  

Integrity: fraudulent use of system  

Integrity: impaired performance of duties due to false data  

Availability: impaired performance of duties  

Availability: increased cost of performance of duties  

Table 5: Protection requirements for application data 

3.4.1.3  Token  

The token usually contains application data as well as personal data. While its availability 
and confidentiality are mostly within the responsibility of its user (who is not regarded in 
the assessment of protection requirements ), the tokenôs integrity is fundamental to the 
functioning of any authentication system. Nevertheless confidentiality may also be 
considered a significant technical assignment, specifically if the token is used for multiple 
purposes or if regulations requi re that any access to the tokenôs data requires 
authentication by the user service provider.  
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Token  Personal data : yes  

Protection requirements Rationale 

Confidentiality  At least ómediumô Due to the Data Protection Directive and the 

laws of Member States,  any personal data is 
restricted in usage and distribution.  

Integrity  At least ólowô Impact of any loss of integrity is limited and 
calculable. The financial loss is acceptable to 
the institution.  

Availability  At least ólowô Only has limited or no impact  if system is not 

available for several days.  

Major damage scenarios: 

Confidentiality: abuse of personal data for non -system purposes  

Confidentiality: misuse of person -related data has effect on social or financial standing  

Integrity: identity theft  

Integrity: impaired performance of duties due to false data  

Integrity: falsification of person -related data has effect on social or financial standing  

Availability: impaired performance of duties  

Availability: increased cost of performance of duties  

Availability: unavailability of service has effects on social or financial standing of individual  

Table 6: Protection requirements for token 

3.4.1.4  ID authority  

The ID authoriy is the source of the electronic identity based on the personôs personal 

data. An ID authority can be a health insurance register or a civil register which 
establishes the root of all personal data for the application.  
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ID authority  Personal data : yes  

Protection requirements Rationale 

Confidentiality   High  Disclosure  of large amounts of personal data of 

registered persons would cause significant, 
nation -wide loss of reputation.  

Integrity   High  If the integrity of the registers is corrupted, 
severe issues of liability may arise and trust in 
the system may be catastrop hically 
compromised.  

Availability   Medium  The acceptable downtime is up to 24 hours. 
Longer downtime may impair the reputation and 
the performance of duties significantly.  

Major damage scenarios: 

Confidentiality: abuse of personal data for non -system purposes  

Confidentiality: misuse of person - related data has effect on social or financial standing  

Integrity: identity theft  

Integrity: impaired performance of duties due to false data  

Integrity: falsification of person -related data has effect on socia l or financial standing  

Availability: impaired performance of duties  

Availability: increased cost of performance of duties  

Availability: unavailability of service has effects on social or financial standing of individual  

Table 7: Protection requirements for ID authority 

3.4.1.5  System operator  

The system operator or, more precisely, the IT systems of the system operator are 
protection -worthy assets. The most prominent reason for this is the fact that the system 
operator hosts the person al data for all users of the system. Thus large -scale abuse of 
personal data is possible. The confidentiality of this data must be protected. The integrity 
of this data and of any additional application data must be ensured in order to allow the 
correct fu nctioning of the system. Obviously the availability of such a system must be 

sufficiently high to allow timely processing of authentication requests by any local service 
provider.  
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System operator  Personal data : yes  

Protection requirements Rationale 

Confidentiality  At least ómediumô Impact of the loss of confidentiality on a large 

amount of personal data sets is considerable.  

Integrity  At least ólowô Impact of any loss of integrity is limited and 
calculable.  

Availability  At least ólowô Only has limited or no impact if system is not 
available for several days.  

Major damage scenarios: 

Confidentiality: abuse of personal data for non -system purposes  

Confidentiality: misuse of person -related data has effect on social or financial standing  

Integrity: identity theft  

Integrity: impaired performance of duties due to false data  

Integrity: falsification of person -related data has effect on social or financial standing  

Availability: impaired performance of duties  

Availability: increased cost o f performance of duties  

Availability: unavailability of service has effects on social or financial standing of individual  

Table 8: Protection requirements for system operator 

3.4.1.6  User service provider  

The IT systems of the user service provider are necessary for his provisioning of services. 
As these IT systems process personal data as well as application data, the protection 
requirements for confidentiality and integrity are at least governed by the ma ximum 

principle. Depending on the specific application and the distribution density of local service 
providers, the protection requirements for availability may range from normal to very 
high.  
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User service provider  Personal data : yes  

Protection requirements Rationale 

Confidentiality  At least ómediumô Due to the Data Protection Directive and the 

laws of Member States, any personal data is 
restricted in usage and distribution.  

Integrity  At least ómediumô Falsified tokens may cause significant financial 
damage to the system.  

Availability  At least ólowô Only has limited or no impact if system is not 
available for several days.  

Major damage scenarios: 

Confidentiality: abuse of personal data for non -system  purposes  

Confidentiality: misuse of person - related data has effect on social or financial standing  

Integrity: identity theft  

Integrity: impaired performance of duties due to false data  

Integrity: falsification of person -related data has effect on soci al or financial standing  

Availability: impaired performance of duties  

Availability: increased cost of performance of duties  

Availability: unavailability of service has effects on social or financial standing of individual  

Table 9: Protection requirements for user service provider 

3.4.1.7  Cross -border adapter  

The IT systems of the cross -border adapter are obviously the focus in any security 
evaluation of an electronic cross -border authentication process. As this component bridges 

not onl y two separate IT systems but also two separate sets of governing laws, a careful 
analysis of the security issues involved is strongly recommended for any specific 
application.  

Following the maximum principle, these IT systems are assigned at least the hi ghest 
protection requirements for personal data and application data. Depending on how the 
cross -border adapter is implemented in a specific system, it may be necessary to divide 

this asset into separate assets with different tasks and appropriate protecti on 
requirements.  
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Cross - border adapter  Personal data : yes  

Protection requirements Rationale 

Confidentiality  At least ómediumô Due to the Data Protection Directive and the 

laws of Member States, any personal data is 
restricted in usage and distribution.  

Integrity  At least ólowô Impact of any loss of integrity is limited and 
calculable.  

Availability  At least ólowô Only has limited or no impact if system is not 
available for several days.  

Major Damage Scenarios: 

Confidentiality: abuse of personal data for non -system purposes  

Confidentiality: misuse of person -related data has effect on social or financial standing  

Integrity: identity theft  

Integrity: impaired performance of duties due to false data  

Integrity: falsification of person -related data has effect on social or financial standing  

Availability: impaired performance of duties  

Availability: increased cost of performance of duties  

Availability: unavailability of service has effects on social or financial standing of individual  

Table 10: Protection requirements for cross-border adapter 

3.4.1.8  Token adapter  

The token adapter is the second component which is specific to the cross -border solution 
of the system. Its main task is interfacing a token from one country with the user service 

provider from another country. It may usually be considered an extension of the IT 
systems of the local service provider.  
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Cross - border adapter  Personal data : yes  

Protection requirements Rationale 

Confidentiality  At least ómediumô Due to the Data Protection Directive and the 

laws in Member States, any personal data is 
restricted in usage and distribution.  

Integrity  At least ólowô Impact of any loss of integrity is limited and 
calculable.  

Availability  At least ólowô Only has limited or no impact if system is not 
available for several days.  

Major damage scenarios: 

Confidentiality: abuse of personal data for non -system purposes  

Confidentiality: misuse of person - related data has effect on social or financial standing  

Integrity: identity theft  

Integrity: impaired performance of duties due to false data  

Integrity: falsification of person -related data has effect on social of financial standing  

Availability: impaired performance of duties  

Availability: increased cost of performance of dut ies  

Availability: unavailability of service has effects on social or financial standing of individual  

Table 11: Protection requirements for token adapter 

Please note that the threats given in Table 11  are often resolved by reducing the token 
adapter to standardized hardware and software that is integrated in the user service 
providerôs IT systems.  

3.4.1.9  User interface  

The user interface is the third component which is specific to the cross -border solution for 
the system. Its main task is providing an end -user interface between the user and the user 
service provider. In systems where the user does not interact directly w ith an IT system, 
this component may be omitted.  
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User interface  Personal data : yes  

Protection requirements Rationale 

Confidentiality  At least ómediumô Due to the Data Protection Directive and the 

laws in Member States, any personal data is 
restricted in usage and distribution.  

Integrity  At least ólowô Impact of any loss of integrity is limited and 
calculable.  

Availability  At least ólowô Only has limited or no impact if system is not 
available for several days.  

Major damage scenarios: 

Confidentiality: abuse of personal data for non -system purposes  

Confidentiality: misuse of person -related data has effect on social or financial standing  

Integrity: identity theft  

Integrity: impaired performance of duties due to false data  

Integrity: f alsification of person -related data has effect on social or financial standing  

Availability: impaired performance of duties  

Availability: increased cost of performance of duties  

Availability: unavailability of service has effects on social or financial standing of individual  

Table 12: Protection requirements for user interface 

3.4.2  Generic threats  

The following technical security risks arise from studies of the generic model and must be 
coped with in every electronic cross -border authentication project:  

¶ Different types of credentials and their reliability may lead to falsified personal data 
and fraudulent tokens.  

¶ Tokens with different security levels differ in their trustworthiness.  

¶ Dubious  user service providers or cross -border ad apters could withdraw, cache and 
misuse personal data.  

¶ Different technical infrastructures elevate the number of security vulnerabilities due 

to different security levels.  

¶ Different authentication protocols and procedures elevate the number of security 
vul nerabilities due to different security levels.  

¶ Man - in - the -middle attacks, where an attacker inserts himself between the userôs 
computer or terminal and somewhere on the network in an authentication 
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exchange and poses as the user service provider to the sys tem operator and vice 
versa are potentially easier.  

¶ Illegitimate tracking of the userôs location or behaviour, where the attacker 
generates a person or card -specific profile from the locations of the related card or 
card readers, the times of use, etc.  

¶ Att acks on the availability of the cross -border authentication process, eg, by 
creating large amounts of false authentication requests as a denial of service 
attack.  

¶ The additional systems involved in the cross -border authentication process may not 
be trustwo rthy.  

In addition to the technical issues, some legal problem areas are encountered in the 
generic model:  

¶ National restrictions on the transfer of personal data across borders may differ, 
particularly with regard to national identification numbers or other  identifiers, which 
may prohibit cross -border electronic authentication.  

¶ National regulations may prohibit authentication across borders , eg, the usage or 

verification of the certificates in cross -border transactions.  

¶ User service providers may try to obta in tokens or token data from sources other 
than directly from the user within a legitimate authentication process.  

¶ The personal data may not be processed in an adequate, relevant and non -
excessive way for the purposes for which they are collected and/or pr ocessed 
further, eg, more personal data is transferred than needed. Also the interpretation 

of what is adequate may differ from Member State to Member State.  

¶ The Data Protection Directive ( 95/46/EC) may not be implemented fully in one or 
more of the Member  States participating in a cross -border authentication process.  

¶ The national interpretation of the Data Protection Directive ( 95/46/EC) and the 
national data protection laws may differ significantly between the Member States 
participating in the cross -bord er authentication process.  

¶ The liability of user service providers for damages  may differ significantly between 
Member States.  

¶ There may be differences between the Member States in the legal obligations of 
user service providers to take out appropriate liability insurance.  

¶ The liability of agencies involved in realizing the cross -border adapter may be 
complicated and may create a complex mesh of regulations concerning liability and 
waivers of liability.  

¶ Incident handling may be complicated and hampered b y questions on the 
applicability of national laws.  
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4  Case studies  

4.1  NETC@RDS for eEHIC ID  

4.1.1  System overview  

The European Health Insurance 
Card (EHIC) facilitates access to 
health care services for insured 
European citizens during temporary 
stays abroad. This card should 
ensure that an individual obtains 
the same access to the public 
health care services as a national of the country being visited. As of today, the EHIC is 
mostly realized as a printed version of a national health insurance card (HIC) or as an 
electronic data set stored on a national electronic HIC.  

The NETC@RDS project ([26], [28]) established an online service for the EHIC to 
authenticate a patientôs health insurance chip card and/or a patientôs entitlement to health 
insurance benefits abroad bu t inside the EU/EFTA for unplanned care. In the long run, the 
overall goal of this project is the complete integration of the existing and future national 
infrastructures for health insurance claims in order to improve the exchange of data.  

The project is  being run by by the NETC@RDS Consortium, which includes stakeholders 
from 15 European countries and which is co - founded by the EU. It started in September 
2002 and has been in the implementation phase since June 2007. In a preceding 
evaluation phase, 85 p ilots successfully were tested across 10 EU Member States and the 

first existing pan European eHealth connection was established.  

The implantation phase will encompass 500 health care service points in 260 service units 
in 16 EU/EFTA Member States and Swi tzerland. The initial deployment of this 
infrastructure is regarded as a test -bed for the ongoing introduction of the e -EHIC.  

 

 

http://netcards-project.com/web/files/images/logo_clean_big.jpg
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Figure 3: How the existing NETC@RDS system works
5
 

The system will be used by national health care providers in hospitals and ambul atory 
facilities. They benefit from this service by electronically reading the e -EHIC dataset, either 
from a national health insurance card or by scanning the printed EHIC. This simplifies the 
existing manual paper -based process and delivers a precise insu rance dataset for further 
processing.  

Other groups which benefit from this service are the health insurance and the cross -border 
cost clearance organizations involved in the reimbursement process. In particular the 

reimbursement process is improved, becaus e of reduced fraudulent or irrelevant claims, 
which reduces the complex health -costs claim procedures between the countries.  

The NETC@RDS technical architecture [25] consists of secure network interconnections 
within and between Member States, linking nati onal service portals and registries in each 
country with workstations within all service facilities.  

Furthermore, cross -border mutual authentication is established every time a NETC@RDS 

user (typically a hospital clerk or a health practitioner) operates t he online verification 
process of an e -EHIC dataset to verify entitlement to receive health care abroad in one of 
the NETC@RDS service units or points.  

                                         

5 Courtesy of  Mr Nader, Project Coordinator, NETC@RDS  

How does the system work? 
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In todayôs solution, the NETC@RDS architecture features a direct communication between 
the individual na tional service portals as shown in Figure 3. The secure network 
interconnection between the 16 national portals relies on a common information security 
systems policy (ISSP), for which a common set of tools has been devoted to security audit 
at all the national portals. The ISSP describes the NETC@RDS information system security 

needs and requirements and provides the bases for a secure operational environment. To 
be al lowed to access or connect its portal to other portals, each partner must respect it.  

As foreseen in the ISSP, security audits must be conducted each year to verify compliance 
with the NETC@RDS ISSP. A suitable security audit procedure and tool has been 
constructed and approved. This audit procedure has been agreed and it is currently under 
implementation by all partners. It has already been successfully conducted by several 

partners.  

With the introduction of the EESSI (Electronic Exchange of Social Secur ity Information) 
service network [29], which will connect institutions at a European level through a central 
node, establishing the connection between the national service portals using the EESSI 
network is planned.  

The planned solution using the EESSI se rvice network has been targeted in this case study 

and will be discussed from here on.  

The secure network interconnection between the national portals will be provided by 
integration within the EESSI service network. The related national health insurance 
networks will be connected by establishing national portals, which will connect with each 
other via the EESSI network. A cross -border electronic authentication request will be 
routed through this network.  
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Figure 4: System overview 

It is possible to use different types of an electronic national health insurance card or a 
non -electronic printed European Health Insurance Card with the system. Each type may 
bear a different insurance data set format. The type of card issued depends on the 
individual Member States. But no matter what type of card is presented at a workstation in 
a hospital or  ambula tory facility, the technical infrastructure enables a check to be made 
as to whether the entitlement is deemed valid by the issuing institution.  

4.1.2  Scenario : G oing to a doctor while on vacation in another European 

country  

One of the most important purposes of  an eEHIC is to prove the entitlement of a European 
citizen outside his or her home Member State when requesting healthcare services. This 
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can be described as follows:  

A French citizen  is on vacation  in Germany and needs to use  unplanned healthcare 
service s, ie , the visitor goes to a German doctor because  of sickness or maternity . For her 
entitlement, she uses her electronic national Health Insurance Card (or an EHIC) and 
provides it  at the front desk  at the doctorôs facility. The card, containing the eEHIC  
dataset, is read by a smart card reader connected to the front desk workstation.  

This workstation connects to  the national German NETC@RDS service portal via an online 
connection and tries to verify the dataset. To this end, it is necessary to authentica te the 
German doctor to this portal. The German NETC@RDS service portal then contacts the 
French NETC@RDS service portal, which in turn contacts the French health insurance 

company for verification of the dataset and for authorization of the entitlement. This 
verification of entitlement  contains  the actual electronic authentication as a first  step. The 
result of this verification is the decision (yes/no) about the entitlement of the patient , 
which is transmitted back to the front desk workstation of the German doctor.  

 

4.1.3  Mapping the generic model to the NETC@RDS implementation  

To access the security issues for cross -border electronic authentication, the NETC@RDS 
technical infrastructure using the EESSI service network was mapped to the generic model 
from chapter 3.2 . The NETC@RDS model, including this mapping, is displayed in  Figure 5.  

 

 

 

 

 








































































